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IT SOLUTION

T-NET IT Solution Company Limited was established in Thailand

and registered in Thailand on October 3, 2019 by a team of researchers and
practitioners specializing in computer security in Thailand (Thai Computer
Emergency Response Team, ThaiCERT).

“We are proud to provide All-encompassing cybersecurity
services which complies with information security management

standards” O

T-NET IT Solution Co.,Ltd.
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Our Business
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IT Security Consultant

) LDesigned IT Architecture. Development software? (

Implementation Cybersecurity Standard and Cybersecurity Act.
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Company Services N4

Consultants
All-of IT cycle.

Act., Practice, ISMS, SMS, BCMS

SOC and Log

Security Operatiop Cegtgr
Log compile Act.
; SIEM
Software & Hardware

/ Deyelop software

[T Device Shop

//

Secure design
Network & Infrastructure

A

" Data Center, System Integrator/

Cloud solution

T-NET IT Solution Co.,Ltd.

IT SOLUTION

Training

L2

Vulnerability assessment &

S

Penetration test
OS, Network, Website, Application

Hacking [VA, Pentest] Network, SOC White box, Gray box, Black box
ISMS, PDPA.... Cyber security, CompTIA g sl

Security baseline
I‘ OS [Windows, Linux]
/Mw%fk Appliqation, Virtual Machine
//7;////////
Code review
Statics Application Security Testing
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Dynamic application security testing
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Digital forensics 7
Chain of Custody

G
Act., Practice ISMS, SMS, BCMS — [Acquisition, Analysis, Reporting]
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Cyber Security
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accredited configuration engineer
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BANGKOK
UNIVERSITY

THE CREATIVE UNIVERSITY

DGA TPSCO

Digital Government Development Agency

T-NET IT Solution Co.,Ltd.




'l‘-N]Z'l‘ NsSsUNIsSWYQN1s (Managing Director)
\/ | uSun f-Wha Ton Tsgdu I1na
IT SOLUTION

&6 Cybersecurity IUlsuAnsUaviiu
uddomsiasuuwsau Suiia ua:wcuuiagvdaition

—T WalkavAnsawnsadniiussioldegodunvuazUuasasie

e Us:=3aso

leégdvﬁtysﬁ'ﬁu Cybersecurity, Digital Forensics, Network Security,
Cloud Security uaz Data Protection #shlszaunisilunistid3nun
22NUUUSEUY uastintannaasfanuistumnuiunclasaivlviuad
ufiMmitgunIATgUaTONTU FINFIDIANTATURAFIMNTSH WA
uarinseasnoWugruddinyuacusund (Critical Infrastructure)
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Joquussosinumis nssunisddanis uivm fi-ula Ted Tugdu dria
eilusnaseinu Cybersecurity, Network Infrastructure, OT Security,

govmvaaas SOC Services, Digital Forensics uarniswesunuaainssinu

E-Mail : Jedsada®@tnetitsolution.co.th Anufuasasasivluiuod

Facebook : (iQUanauaouUsNUUUKL usamnvigafludguaguvuuasnguauidunsnasauIEsEUY
e b = (Ethical Hacking) uas Cybersecurity niglsingy “asuuonuuuny”

Website : www.tnetitsolution.co.th VdoniunisulstuasdanuiuasWwarundneniwyAainsenuAIu
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Cybersecurity Cloud Security

Management Cybersecurity Awareness

Ethical Hacking Workshop
Penetration Testing

OT/ICS Cybersecurity
PDPA Compliance
ISO/IEC 27001

Cloud Security

Ethical Hacking & ™ OT Security /
Penetration Testing "% Industrial Cybersecurity

Incident Response
Zero Trust Architecture
Network Security
Security Monitoring &

Digital Forensics

Incident Response & Data Protection &
SOC Analyst Training

Digital Forensics PDPA Compliance
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Security Operations

Zero Trust Architecture
Center (SOC) syuuumsausy
Network Security & Cybersecurity Awareness & e
Network Defense Professional Training iil AR % x @

In-house Public Workshop & Tabletop Cyber Drill
Training Training Hands-on Lab Exercise (TTX) Exercise

Threat Hunting
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EC-Council Certifications
* Certified Ethical Hacker (CEH)

* Certified Hacking Forensic Investigator (CHFI)
* EC-Council Certified Security Analyst (ECSA) + CompTIA Security+
¢ Certified Chief Information Security Officer (CISO)

CompTIA Certifications

CompT A

e CompTIA CySA+

* Certified Network Defender (CND)

¢ CompTIA Project+

* EC-Council Continuing Education (ECE)

* Certified Cybersecurity Educator Professional (CCEP)

* CompTIA Cloud+

* Certified Red Team Operations Management (CRTOM) * CompTIA Network+

Cloud & Zero Trust
@ Certifications

* Certificate of Cloud Security

Knowledge v5 (CCSK)

» Certificate of Competence in

Zero Trust v1.0 (CCZT)

Professional Certifications

CertiProf

« CertiProf: Cyber Security Foundation

« CertiProf: Remote Work
and Virtual Collaboration

* CertiProf: Scrum Foundation
Professional Certificate

* SKILLFRONT: ISO/IEC 27001

(=) IT Specialist Vendor Certifications
Certifications

1T prECAIET

peplink F::RTINET
« IT Specialist (ITS):

* Peplink Certified Engineer (PCE)
Cybersecurity

* Peplink Sales Specialist (PSS)
* IT Specialist (ITS):
Network Security

* Fortinet NSE 1

* Fortinet NSE 2

Professional Qualification Institute (TPQI)
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« UNUSMISIANISTEUULASDOUY
AauWILABDSSEeU 4
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INFORMATION SECURITY ASSOCIATE

ETHICAL NETWORK CLOUD
HACKING SECURITY SECURITY

& % | G | 2B @ | & | Exl

DIGITAL INCIDENT DATA ZERO sSOC
FORENSICS RESPONSE PROTECTION TRUST SERVICES
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Al Agent Framework I’Zl: T qﬂm'% Ll1N1ZNU Penetration Testing
panwul Workflow LLaz State Machine Recon, Vulnerability Analysis,
LangGraph LangChain | , .
813U Al Agent Pentest Workflow

8319 Al Agent NL38n14 Tools, MCP W&z

OpenAl Agents SDK OpenAl o
Multi-Agent 1@

Tool Orchestration, Automation

Recon, Reporting, Incident

CrewAl CrewAl Al Agent WANLUNLINYINNIBIINN
Response
Multi-Agent Collaboration 194 Agent RN Research, Analysis, Code
AutoGen Microsoft ! %
LLRSLUNII NG Review
Semantic Kernel Microsoft oy LLM U .NET/Python LRZIZULBIANT Enterprise Security Automation
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Reconnaissance
Nmap, Amass, Subfinder, dnsenum

Vulnerability Scanning
Nuclei, OpenVAS, Nikto, enum4linux

Exploitation (Authorized)
Metasploit, SearchSploit

Evidence & Logs
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PentestGPT Al Pentest Assistant
L9123l
15 Al ¥ Vulnerability Discovery L8 Penetration Testing
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PentestSwarm Multi-Agent Pentesting Framework
N3ITUINNIT Pentest
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MIBTUNUNAIUANNNUAILURBANY

WWINATNENRTURINS Al Agent LNBERLIELUINY Security
Archon Al Security Agent Framework !
Automation LLaZ Penetration Testing Workflow




DEMO: Pentest Swarm Al Diagram T-NET

Al-assisted autonomous penetration testing workflow, environment readiness, and live campaign results .
IT SOLUTION

LLALL
- - Al Agent Recon & OSINT Task & Prompt Planning
= m = AutoGen / LangGraph / CrewAl Q Shodan / Amass / theHarvester / LangGraph / CrewAl / AutoGen
TTTT SpiderFoot

Shared Blackboard (pgvector) TARGET_REG RS B Con= s aMATCH SONRAIGN,
pheromone > 0.2 pheromone > 0.5 COMPLETE
Command / Input l
@ Subdomain g Technology (,9 Exploit Chain + * ‘
®ee
O/ o2, Port Open @ CVE Match m Exploit Result > 5 B > .
ntestswarm n
RENTHgowarn -aca O RECON CLASSIFY EXPLOIT REPORT
o LY example.com --swarm ] HTTPEndpoint {8} Misconfiguration CP Campaign Complete
perator TARGET_REG runs & tools, maps CVEs, builds attack queries board
Attacker g . writes per scores CVSS, chains per — md / html /
\ J A Each finding has a pheromone weight that decays. finding writes finding json / sarif
p »,
LLM Engine & Al Analysis ‘ Exploit Research A Privilege Escalation Review
Ollama + Llama / DeepSeek / u q Metasploit / SearchSploit / - :
+ i LinPEAS / WiIinPEAS / BloodHound
Mistral / ChatGPT LLM + Threat Intelligence + RAG Exploit-DB J
M- a Environment Readiness (Doctor Check) .n. Security Tools | e Live Campaign Findings
| = 5 > |
@ 8/8 infra checks passed ‘ B3 AR i subfifider, dnsx. htipx; naabu, 69 Target 192.168.58.153 @ Critical Findings
katana, gau, nmap, amass @ Status Flow Initialized — Recon — vsftpd 2.3.4 — CVSS 10.8 — exploited via CVE-2011-2523 — success
& APl server reachable listening on :8080 ‘ Classifying — Planning — 5 bl i
‘ Executing Samba 3.8.28-Debian — CVSS 18.@ — exploited via CVE-2007-2447 — success
o PostgreSQL connection listening on :5432 @ Vulnerability scanners nuclei, sqlmap & Ribondtsls Used. naabu, Mipnueli distced (RCE vulnerable) — CVSS 9.8 — exploited via CVE-2004-2687
(m Interesting endpoint: /index.php allow_url_include /
Q Redis connection listening on :6379 ‘ g Recon Results 0 subdomains, O hosts, auto_prepend_file input (POST)
Q Content discovery ffuf, gobuster 6 endpoints
& Ollama running listening on :11434 ‘ &5 Classified Findings 15 total Medium Highlights
‘ e Multilidae, DVWA, DAV, phpMyAdmin, TWiki
& Docker daemon v29.6.1 ‘ ﬁ Source / secret scanning  trufflehog, gitleaks ¥B  Severity Summary @ 4 Critical e Apache 2.2.8, OpenSSH 4.7p1, PHP 5.2.4, PostgreSQL default creds,
3 ® 0 High MySQL port open
& Go version gol.26.4 11 Medium e OS detected: Metasploitable2 (Ubuntu-based Linux)
| @ Evidence capture gowitness
@ Disk space (>10GB) check passed A suitAvackPaths 3 :34:15 [*] Starting reconnaissance on 192.168.58.153
Recon tools (naabu, httpx, nuclei) running
RAM (>8GB) . it ‘ A Missing semgrep — "pip install semgrep” Yor Path TR Found © subdomains, © hosts, 6 endpoints
e Classifying 15 raw findings
[ o T N = | vsftpd 2“3‘4 . v Built 3 attack paths
‘ ‘ (S0% estimated success) :38: [v] Step succeeded: vsftpd 2.3.4 (CVE-2811-2523)
‘ 15/16 tools present :38:33 [v] Step succeeded: Samba 3.8.20-Debian (CVE-2607-2447)
|

Key Takeaway Al agents bring speed, scale, and intelligence to penetration testing. Al-Driven h Real-time 4' Actionable Stronger
[ | I Insights Security

Organizations must prepare environments, validate findings, and act fast to stay secure. Autonomy u Adaptation
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Session Actions Edit View Help
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scan 192.168.58.153 192.168.58.153/32
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testphp.vulmweb.com I

Ine bugcrowd n

TEST and Demonstration site for Acunetix Web Vulnerability Scanner
home | categories | arti disclaimer | your cart | guestbook | AJAX Demo
search art welcome to our page

Test site for Acunetix WVS.
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Al Agent Detection & Defense Workflow
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3 Asset & Al Inventory &3 Logging & Visibility Prompt & Input Monitoring
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Behavior Analysis Identity & Access Control Data Protection

Jins1ckwnéinssuRauntivov Al Agent 15 MFA, RBAC, Least Privilege, DLP, Data Classification, Masking,
1Wu Bun Tool 1Audns : API Key Protection Encryption

RBAC Least Privilege Protaction DLP Classification ~ Masking Encryption
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g N . £
lmuasuriem@ (nuw. : NCSA Thailand) (

Al Security
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® https://www.ncsa.or.th/standards?utm_source=chatgpt.com

d5ulodwan NCSA Thailand

® https://www.ncsa.or.th
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